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GSRMA Cyber Security Resources 

As of December 1, 2023 

Despite best efforts to avoid cyber attacks, the human error factor is too great. These attacks 
can be costly. The global average cost of a data breach in 2023 is $4.45 million, a 15% increase 
over three years. Below are a list of programs and discounts available to GSRMA members that 
participate in the Cyber Liability coverage program to help them increase their protections 
against cyber attack. 

1 GSRMA offerings 
Reach out to your Risk Control Advisor to find out more about the following: 

• EDR from Carbon Black with MDR by Red Canary group buy program; gets qualifying 
GSRMA members top tier EDR/MDR services at an affordable price 

• Quest cyber security checkups, negotiated price for GSRMA members 

2 PRISM Discounts and Offerings 
Reach out to your GSRMA Risk Control Advisor to get more information about the following 
programs which provide discounted services through PRISM: 

• PRISM has partnered with Synoptek to provide proactive Managed IT Services with 
discounted pricing for its members 

• PRISM Cyber members have access to discounted cyber security awareness training 
through KnowBe4 to help manage the IT security problems of social engineering, spear 
phishing, and ransomware attacks 

• Lodestone offers comprehensive services and Beazley policyholders enjoy negotiated 
rates with varying discounts on services. 

• Beazley cyber & tech policyholders eligible for up to a 60% off discount on FireEye’s 
Email Threat Prevention 

• Beazley policyholders with breach response coverage can now take advantage of a 
discount on RSA’s SecurID Access solution for identity and access management. The 
discount is 40% for a cloud-based solution and 50% for an on-premise solution. 

• Beazley policyholders receive 50% off on installation costs and up to 25% off on licenses 
from Bullwall. Bullwall detects encryption of files and triggers an automatic response to 
minimize damage from a ransomware infection.  

• Beazley customers receive a 30% discount on ApexaiQ’s asset assurance platform. The 
platform can help you manage your technical debt and streamlines maintenance and 
reporting while enforcing your policies and controls.  

• 35% or more off on the Crowdstrike Falcon package 
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• Various discounted risk management resources  
o M365 cybersecurity assessment 
o Ransomware and BEC best practices workshop 
o IT rationalization assessment 
o Crisis communications workshop 
o Phishing-resistant MFA keys from Yubico 
o Simulated phishing campaigns for one year (managed by insured or vendor) 
o Board of Directors presentation on data security 
o Ransomware readiness assessment 
o C-suite/Board training on cyber resiliency 

3 CISA Discounts and Offerings 
The Cybersecurity and Infrastructure Security Agency is a great resource. They have tons of free 
programs for public entities and critical infrastructure companies. 
 
Northern California Region Advisor: 
 

Mario F. Garcia, Supervisory Cybersecurity Advisor 
Mario.Garcia@cisa.dhs.gov +1 (202) 309-1847 

 
More information at www.cisa.gov 
 
Programs/services include: 
 

• Cybersecurity Advisors 
o Assessments 
o Working group collaboration 
o Best Practices private-public 
o Incident assistance coordination 

• State, Local, Tribal, and Territorial engagements 
• Cyber Education and Awareness 
• Federal Virtual Training Environment (Fed VTE) 
• National Initiative for Cybersecurity Careers and Studies (NICCS) 
• Stop. Think. Connect.™ 
• Cybersecurity Awareness Month 
• .gov Domain 
• Request a CISA Speaker 
• Biweekly Threat Briefing 
• Information / Threat Indicator Sharing 
• Known Exploited Vulnerabilities Catalog 
• Resource Guides 
• Cyber Incident Response Tabletop Exercise (TTX) 

mailto:Mario.Garcia@cisa.dhs.gov
http://www.cisa.gov/
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• Advanced Malware Analysis Center 
• Cyber Performance Goals (CPG) 
• Ransomware Readiness Assessment (RRA) 
• Cyber Resilience Reviews (CRR™) 
• External Dependencies Management (EDM) Assessments 
• Cyber Infrastructure Survey 
• Cyber Security Evaluation Tool (CSET™) 
• Cyber Hygiene Services 

o Vulnerability Scanning 
o Web Application Scanning (WAS) 
o Ransomware Vulnerability Warning Pilot (RVWP) 

• Risk and Vulnerability Assessment (RVA) 
• Validated Architecture Design Review (VADR) 
• Critical Infrastructure (CI) Shared Services Pilots 

o CyberSentry* 
o Protective DNS* 
o Secure Cloud Business Applications (SCuBA)* 
o Logging Made Easy (LME) 

4 MSISAC Discounts and Offerings 
Join the MS-ISAC today at https://learn.cisecurity.org/ms-isac-registration: 

• Education – Webinars, white papers, conferences, the CIS Benchmarks®, and the CIS 
Critical Security Controls® (CIS Controls®)  

• Stakeholder-focused integration and collaboration  
• No-cost services – CIS SecureSuite® Membership, Malicious Domain Blocking and 

Reporting (MDBR) service, IP and domain monitoring, and others  
• Cost-effective services – Albert Network Monitoring and Management, CIS Endpoint 

Security Services (ESS), and others  
• Operational services – CIS Security Operations Center (SOC) 24x7x365 security 

monitoring, cybersecurity advisories, incident response, as well as intelligence alerts and 
reports  

• Information sharing and operational awareness  
• Networking with peers   

5 Quest's Cybersecurity Checkup Program 
Reach out to your GSRMA Risk Control Advisor to get more information on Quest’s program: 

In today's landscape of escalating ransomware attacks, it's paramount for organizations 
to be proactive. Quest Technology Management Cybersecurity Checkup Program 

https://learn.cisecurity.org/ms-isac-registration
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delivers a cost-effective comprehensive suite of 7 specialized checkups, designed to 
thoroughly review and enhance the security configurations of critical systems.  

Covering areas from email security flow and patch management to DNS/URL protection 
and firewall systems, our program equips enterprises with insights and recommendations 
to bolster their security posture.  

Whether choosing an individual checkup or leveraging the full power of our bundled 
solutions, organizations benefit from a refined defense strategy, tailored to their specific 
needs, against sophisticated cyber threats. 
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