
PLEASE	READ	THIS	SECTION	CAREFULLY	AND	COMPLETELY

Purpose
The	purpose	of	this	survey	is	to	perform	an	assessment	of	your	agency's	risk	of	having	a
significant	cyber	breach,	your	readiness	to	continue	agency	business	during	a	breach	incident,
and	your	agency's	ability	to	fully	recover	from	the	incident.

This	survey	is	not	a	substitute	for	a	full	risk	assessment	or	ransomware	readiness	review.

What	are	Cyber	Risks?
At	one	level	or	another,	cyber	criminals	and	cyber	terrorists	are	focused	on	your	agency's	data
and/or	systems.	Their	goals	can	vary	and	include	such	things	as	collecting	money,	stealing
information,	preventing	access	to	information,	or	planting	misinformation.

Thus,	there	is	a	wide	variety	of	information	and	systems	that	can	be	leveraged	by	these
organizations.	The	questions	in	this	survey	delve	into	the	potential	risks	to	such	things	in	your
agency.

What	is	a	Ransomware	attack?
As	the	name	suggests,	ransomware	attackers	hold	something	valuable	to	the	recipient	of	an
attack	and	vow	to	return	it	in	exchange	for	a	ransom	(i.e.	money).	You	might	not	immediately
believe	that	your	agency	holds	information	that	is	valuable	(i.e.	it	is	generally	public
information),	but	if	that	information	is	necessary	for	your	agency	to	provide	services,	then	it	is
truly	valuable.	A	ransomware	attack	can	potentially	shut	down	your	agency’s	services	(to	the
public,	other	agencies	and	internally)	for	weeks	or	months.

The	attacker	first	penetrates	an	agency's	network	and	then	locates	the	information	and/or
systems	that	they	believe	are	most	valuable.	In	many	cases,	they	just	cast	a	wide	net	and
select	all	accessible	computers	and	systems.	Once	ready,	they	encrypt	all	systems	thereby
making	them	unusable,	notify	the	agency	and	demand	a	ransom.	In	exchange	for	the	ransom
payment,	they	promise	to	provide	the	secret	key	that	will	decrypt	all	of	the	impacted	systems.

While	the	process	of	encrypting	the	targeted	systems	is	extremely	fast,	the	decryption	process
can	take	days	or	weeks.

Is	my	Agency	a	target?
Yes.

Experts	will	tell	you	that	very	sophisticated	criminal	organizations	go	after	large	companies	or
government	entities	with	a	very	tailored	approach	that	involves	weeks	or	even	months	of
planning.	However,	they	will	also	say	that	small	criminal	groups	do	more	of	a	"spray	and	pray"
method	to	cast	a	large	net	and	hopefully	find	a	few	easy	targets	to	extract	a	few	thousand
dollars	in	ransom.

That	reality	makes	all	organizations	a	target	even	if	your	agency	has	a	very	low	ability	to	pay.



Can	my	Agency	prevent	an	attack?
All	systems	have	vulnerabilities.	Thus	if	the	attacker	is	persistent	and	patient	enough,	they	will
find	a	way	in.

That	said,	your	agency	can	and	must	take	steps	to	make	entry	into	your	agency	very	difficult.
In	addition,	your	agency	should	be	ready	to	immediately	contain	any	breach	that	does	occur.
Lastly,	if	and	when	an	attack	occurs,	your	agency	must	have	a	plan	in	place	for	continuity	of
services,	and	ultimate	recovery	from	a	“successful”	breach.

NEXT	STEPS
With	all	of	the	above	in	mind:

Complete	and	submit	this	assessment	to	GSRMA
Meet	with	your	GSRMA	Risk	Control	Advisor,	who	will	discuss	the	findings	of	the
assessment	and	any	recommended	actions

Potential	recommendations	include:

Deployment	of	active	End-point	Protection	(EDR)	software	(i.e.	advanced	Anti-virus
solutions)
Enablement	of	Multi-factor	Authentication	(mfa)
Updating	of	backup	procedures	to	ensure	recoverability
Password	management	tools
On-going	security	awareness	training
Complete	Risk/Ransomware	Readiness	Assessment














































